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(57)Abstract: 

PROBLEM TO BE SOLVED: To solve the problem that read 
of license information becomes impossible as well when a 
fault occurs in a disk when contents information and the 

license information are simultaneously stored in a disk g .| 

device. 

SOLUTION: The contents information and the license 
information are stored in separate storage means. The 
contents information is recorded in a hard disk device 101 
and the corresponding license information is stored in a 
license card 105 using a semiconductor element. Contents 
are acquired again based on the license information in the *^ 
license card 1 05 when the contents information is lost due to 
the occurrence of the fault in the hard disk device 101 by 
adopting such structure. 
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CLAIMS 



[Claim(s)] 

[Claim 1]A contents storing means which consists of a disk unit which memorizes enciphered 
contents data, Information Storage Division playback equipment which has a license management 
storing means which consists of a semiconductor device which stores key information which decodes 
said contents data and in which decoding and reproduction of said contents data are permitted based 
on said key information. 

[Claim 2]The Information Storage Division playback equipment according to claim 1 in which said 
license management storing means exists as said a part of contents storing means in the same case 

with said contents storing means. 

[Claim 3]Contents memorized by said license management storing means can be read independently, 
without being dependent on an operating state of said contents storing means, Contents which 
should be memorized to said license management storing means are the Information Storage Division 
playback equipment according to claim 1 or 2 which can be written in independently, without being 
dependent on an operating state of a contents storing means. 

[Claim 4]The Information Storage Division playback equipment according to claim 1 or 2 which 
performs record or reproduction of information on said license management storing means via an 
interface which said contents preserving means has. 

[Claim 5]Said license management storing means can be desorbed from said contents storing means, 
Claim 1 which contents memorized by said license management storing means can read also when 
said license management storing means is removed from said contents storing means, 2, or 
Information Storage Division playback equipment given in three. 

[Claim 6]The Information Storage Division playback equipment according to any one of claims 1 to 5 
using a hard disk drive which carries out record reproduction magnetically as said contents storing 
means. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]In the information storage playback apparatus which contains a storage device, 
this invention relates to the equipment which can be protected also when an obstacle generates the 
equipment which protects the copyright which accompanies contents, and license information in a 

contents storing means. 
[0002] 

[Description of the Prior ArtJWith the spread of satellite broadcasting or cable television 
broadcasting, a disk unit is built in the inside of broadcasting receivers, such as television, a set top 
box, a VCR, and the information processing equipment which records transmitted contents, such as a 
movie and music, on a disk unit is proposed. In such a system, since it can copy without spoiling 
quality since the data to deal with is digitized and is, the copyright protection of contents has been 
important problem. 

[0003]Only as for the contents enciphered on the other hand without taking a troublesome procedure 
in order to have made a user's convenience and distribution of contents easy, it is desirable that it 
can distribute freely by various methods. 

[0004] There are various systems in encryption of contents. For example, a memory card for 
exclusive use is prepared and there is the method of equipping with this the dedicated terminal 
installed in the store etc., and downloading desired contents data in a memory card using an on-line 
system. Or terminals for individuals, such as a cellular phone, are equipped with a memory card for 
exclusive use, and there is also the method of downloading in a memory card from a contents 
distribution center using the Internet etc. When reproducing the contents data stored in this way, 
playback equipment for exclusive use is equipped with the memory card which stored contents data, 
and it reproduces. 

[0005]This memory generally comprises a semiconductor device. Although large scale-ization of 
semiconductor memory is also progressing, in order to save a lot of more inexpensive data, an optical 
disc and a magnetic disk (hard disk drive) are preferred. 

[0006]However, the actual condition is that a disk unit is less than a semiconductor device in respect 
of a morbidity rate since a mechanical flexible region exists. When such an obstacle occurs, it is a 
problem that even license information disappears. 

[0007]As a disk unit possessing a security function, "the password management method in the disk 
unit which has a security function, and the equipment" given in JP,H9-179692,A is mentioned. In this 
gazette, even when the data of the password information field secured on the disk is destroyed, the 
method of enabling it to back up by other password information fields is proposed. It is the requisite 
that this system saves password information on a disk. It multiplexes by providing two or more 
password information saved areas, and even if a part of password information should become access 
impossible, it enables it to correspond in this invention. 
[0008] 

[Problem to be solved by the invention]It is preferred to use a magnetic disk drive as a contents 
storing means at the point which can store information in large quantities and can carry out record 
reproduction quickly taking advantage of random access nature. 
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[0009]In invention shown by the Prior art, since password information is stored together with 
contents in a magnetic disi^. Even if it stores password information in two or more [ on a metaphor 
disk ], when the obstacle which attains to working parts, such as a head crash, occurs, password 
information may also be influenced simultaneously. 

[0010]When an obstacle occurs only in the working part of a magnetic disk drive and access to 
contents information becomes impossible, simultaneously with a fault occurrence, there is a 
possibility that access to license information may also become impossible. Although it is ****** that 
an obstacle attains to even an interface and an electric circuit part when the obstacle generated in 
the magnetic disk drive is structural, it becomes a demerit for a user that the purchased license 
information will be lost. 

[0011]Even when a serious obstacle generates the purpose of this invention mechanically in a 
magnetic disk drive in the composition which carries a license management storing chip on a hard 
disk drive, only access to license information is providing the method of making it possible. 
[0012] . , 

[Means for solving problem]It is preferred to adopt the system which can treat license information 
and contents information independently as above-mentioned The means for solving a technical 
problem. When it searches and has whether it has the information on the key for reading, i.e., license 
information, in enciphering to contents and reading these contents, encryption is solved, and it 
permits reproducing contents information. Although the contents itself can make a duplicate freely, 
when reproducing contents, it is a system which needs corresponding license information. 
[0013]Even if license information is a case where it stores In the same case as a contents storing 
means even if, also in a storage means [ that it is inexpensive to prevent disappearance of license 
information, and large scale ], it becomes possible by storing in a semiconductor device section in 
which a morbidity rate is lower than a disk part. 

[0014]As a means of realization in this invention, although a magnetic disk drive is mentioned as an 
working example. In compound storage like combination of a disk unit and a semiconductor device. 
Although a morbidity rate stores license information in a low memory measure although cost per 
capacity is expensive, and a morbidity rate is high, cost per capacity becomes possible [ attaining the 
purpose of this invention ] by storing contents information in an inexpensive memory measure. 

[0015] . . ^ -u J 

[Mode for carrying out the invention]Hereafter, the 1st working example of this invention is described 
using Drawings. 

[0016]Let a hard disk drive and a magnetic disk drive be synonymous words in the following 
explanation. , 
rOOl 71 Drawing 1 shows information processing equipment which connected the monitor 103 with the 
set top box 102 which built in the hard disk drive 101. information (collecting below contents data, 
external input signal 104) inputted from the outside, such as cable broadcast, satellite broadcasting, 
and information from the Internet, in this example -- the hard disk drive 101 — record — things are 
made. And an example possessing a slot which can equip with the license card 105 which stores in 
the set top box 102 key information which decodes contents data other than the hard disk drive 101. 
and performs copyright protection management was shown. 

[0018]Decoding and reproduction of contents data are permitted based on key information stored in 
the license card lOS.When information on copyright becomes removable from a means to store data 
and the hard disk drive 101 breaks down by storing key information in the license card 105, or also 
when it exchanges, re-download of data can be performed easily. The set top box 102 may be 
connected with other devices of PCCpersonal computer) 107 grade via the external interface 106. 
[001 9] Although an example of apparatus which mainly treats video information like the set top box 
102 in this example was given, it writes in addition that it is realizable by same basic constitution also 
in a form like a stereo set treating audio information, such as music. Hereafter, operation of this 
system is explained in detail. 

r002Q] Drawing 2 is a figure showing an example of an internal configuration of the set top box 102 
with a built-in hard disk drive shown by drawing 1 . The external input signal 104 is inputted into the 
tuner 201 through communication lines, such as a broadcasting satellite, terrestrial broadcasting, a 
cable or the Internet. And after being changed into a digital signal by A/D converter 202 and carrying 
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out a double sign with the double sign machine 203, encryption of information is canceled by the 
descrambler 204. It is sent to the digital television 208 via MPEG decoder 206 and the graphics 
encoder 207 via the selector 205 after this, and can view and listen. 

[0021 ]The host CPU 209 has the function to manage control of the set top box 102 whole, and the 
program for control in ROM210, etc. are stored. When you need recording by the selector 205, The 
information which should be recorded on the hard disk drive 101 connected to IDE (Integrated Device 
(Drive) Electronics) I/F212 via host RAM21 1 with a cache function is sent. When reproducing the 
information currently recorded on the hard disk drive 101, from the hard disk drive 101 conversely, 
via IDE I/F212 and host RAM211 to this reverse. By the selector 205, the display to the digital 
television 208. Or information is sent to the built-in IEEE1394 hard disk drive 214 or the hard disc 
recorder 215 connected to the exterior of the set top box 102 via the anti-copying part 216 and 1394 

I/F213. ^, . ^ u 

[0022]It manages by using the license card 105 in order to manage viewing and listening of such 
information, i.e., contents information. By drawing 2 , the card socket 216 for inserting the license card 
105 was formed in the set top box 102, and the example which controls the license card inserted in 
the socket 216 by the license card controller 217 was shown. 

r0023l Drawing 3 is the block diagram of the set top box 102 and the hard disk drive 101 shown in 
drawing 1 t hru/or drawing 2 . Although it is the same as that of composition fundamentally shown by 
drawing 2 , details of an internal configuration of the hard disk drive 101 are explained using this 
drawing 3 . 

[0024]The set top box 102 comprises the host section 301 and the hard disk drive 101, The host 
section 301 Tuner 201 , A/D-converter 202, decoder 203, descrambler 204, and host RAM211, the 
monitor output part 302, the HDD interface control 303, the external-interface control section 304, 
the user interface control section 305, It comprises the host CPU 209. 

[0025]After the external input signals 104, such as cable broadcast and satellite broadcasting, are 
detected with the tuner 201 and changed into digital information with A/D converter 202, they are 
sent to host RAM21 1 via the decoder 203 and the descrambler 204. Then, when seeing information, 
via the monitor output part 302 to the monitor 104. When passing hard disk drive 101 via the HDD 
interface control 303 when recording on the hard disk drive 101, and also transmitting to an external 
instrument, it is transmitted to an external instrument via the external-interface control section 304. 
A user points to processing of record of information, reproduction, transmission, etc. via the user 
interface control section 305 to the set top box 102, and the host CPU 209 performs control to a 
series of blocks in response to these directions. 

[0026]The HDD interface control 303 mainly comprises the data transfer part 306. This data transfer 
part 306 controls data transfer of host RAM21 1 and the hard disk drive 101. 

[0027]On the other hand, the hard disk drive 101 comprises disk CPU307, host interface control part 
308, disk controller 309, and disk RAM310, the signal processing part 311, the servo controller 312, 
and the HDA (hard disk assembly) section 313. Disk CPU307 controls data processing of the hard 
disk drive 101 whole. The disk controller 309 controls data transfer between host interface control 
part 308 and disk RAM310, and the signal processing part 31 1 and disk RAM310. 
[0028]The signal processing part 311 performs encoding and decoding of data, and an A/D 
conversion. The HDA section 313 comprises a voice coil motor for moving an actuator and an 
actuator supporting a spindle motor, the lead/write head, and a head which fix a recording medium 
which stores contents data, and a recording medium, etc. HDA is the abbreviation for a hard disk 
assembly here. The servo controller 312 performs control of a spindle motor or a voice coil motor. 
The host interface control part 308 comprises the contents recording management table 314, host ID 
register 315, etc., and is connected with the host section 301 via the internal interface 316. 
[0029]Although there are ATA, IEEE1394, SSA, a Fiber Channel, etc. as an example of a concrete 
internal interface, if it can communicate between the host section 301 and the hard disk drive 101, it 
is applicable by any interface specifications. The contents recording management table 314 stores 
information for performing detailed control to recorded contents. Host ID register 315 stores host ID 
notified from the host section 301. Although not illustrated, two or more hard disk drives 101 may be 
connected on the internal interface 316. 

[0030]Also in a case where an obstacle occurs in a mechanism part of the hard disk drive 101 which 
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is the purpose of this invention. In storing contents in the hard disk drive 101 as drawing 2 showed, 
storing license information in the license card 105 and reproducing desired contents It is realizable 
by checking whether corresponding license information exists in the license card 105. Since license 
information exists in the license card 105 which comprises a semiconductor device when an obstacle 
occurs in the metaphor hard disk drive 101 when it has such composition. If the same contents 
information is again stored in a hard disk drive after exchanging for a normal hard disk drive the hard 
disk drive 101 which an obstacle generated, it can apply as before. 

[0031 ]And if it permits downloading again gratuitously from a contents server by proving using a ^ 
communication function that license information exists in a license card, there will be few a user s 
losses and they will end. Thus, in order to permit download again, contents memorized by the license 
card 105 can be read independently, without being dependent on an operating state of the hard disk 
drive 101 As for contents it should also be remembered to the license card 105 that can acquire only 
a license first apart from data, what it also makes it possible to write in independently, without being 
dependent on an operating state of the hard disk drive 101 for is desirable. r . . , 

rOQ32l Drawing 4 t o drawing 6 is a figure showing an example of an internal configuration of the hard 
disk drive 101. An example of composition which incorporates into portions other than on L in a hard 
disk drive ] a disk in order a function to provide license information is shown. 
rO033l Drawing 4 is the hard disk drive 101 of composition of having been fundamentally suitable tor 
the hard disk drive 101 built in the set top box 102 of composition of that drawing 2 showed That is. 
it is the composition of not providing a license management portion in the hard disk drive 101. 
Drawing 4 is equivalent to disk controller 309 portion of the hard disk drive 101 of drawing 3 , and a 
figure which expressed the host interface control part 208 in detail. 

[0034]The hard disk drive 101 is connected to the internal interface 316 of the set top box 102 via 
IDE 1/F212. It has indicated as a form which disk CPU307. the host interface control part 308 the 
servo controller 312, and the signal processing part 311 also dedicated in the disk controller 309 
altogether in the disk controller 309 in drawing 4 . By unifying in this way. it can be considered as a 
configuration with few such constituent children when requiring low-costHzing, a miniaturization, and 
low power consumption. , 
[0035]CPU307 manages operation of the whole controller and performs control of the IDE I/F control 
section 406, and the buffer memory control section 402, the disc format control section 403. the 
signal processing part 31 1 and also the whole servo controller 31 2 control. 
[0036]The AV CMD control section 401 put side by side in the IDE I/F part 406 here is a portion 
which performs stream control which was not needed especially to general coded data. Stream 
control is the control which can be made to carry out record reproduction, without an image and a 
sound breaking off. For example, for retry processing which goes to read the recording part 
concerned again when reading is not normally completed in the hard disk drive 101, and highly 
precise-i^ing of a head position, Calibration seek operation for measuring external force added to a 
head for every fixed time of a certain. Since a defect furthermore exists on a disk, recording 
information which should be recorded on the part concerned on somewhere else is performed, but 
alternating processing at this time becomes an obstacle in a case of recording or reading information 
to within a time [ a certain / which was decided ]. . r ^ t 

[0037]Therefore. when carrying out record reproduction of an image or the voice information, control 
of carrying out, after it restricts retry time or a series of transmission processings ^omplete error 
reporting, even if a rate of an error generation of metaphor data increases is needed. About AV CMU 
(AV command), some standards are already proposed as ANSI Standaards. 

[003B]The AV CMD control section 401 of drawing 4 w ill be actually implemented as firmware. It is 
fully a high speed to a transfer rate of information which performance of the hard disk drive 101 deals 
with and if capacity of host RAM21 1 is still larger. AV CMD control is not necessarily required. 
Therefore, necessity will be decided by actual employment on balance of cost of the whole 

fS Torawing 5 is the form which mounted the license card 105 in a case of the hard disk drive 101. 
When it is not built-in immobilization and employs the hard disk itself as a removable type as an 
advantage which takes this composition, it is that the necessity of carrying independently a license 
card and a hard disk drive which stored contents is lost. A form of drawing 5 shows how to mount in 
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a hard disk housing as it is, without changing into a license card part. While there is an advantage 
which can be united with a hard disk drive without exhibiting processing inside a license card, cost of 
the whole hard disk drive also has an increasing fault. 

[0040]It is characteristic with composition of drawing 5 t o have formed the Secure control section 
501 in the IDE I/F control section 406 of the disk controller 309 in the hard disk drive 101. The 
Secure control section 501 is a portion which controls reproduction propriety of contents in a hard 
disk drive in response to directions from a license card. When directions which reproduce a certain 
contents are published via I/F212 from a higher rank, the Secure control section 501 searches 
whether license information corresponding to the contents concerned exists in the license card 216 
with which it is equipped to the license controller 217. When a corresponding license exists, 
subsequent regeneration is continued, and in not existing, it has the function to interrupt regeneration 
after repealing the command concerned. 

[0041]Especially the Secure control section 501 is also realizable by there being no necessity of 
constituting from hardware and implementing as firmware. Since a chip of the disk controller 309 
comprises a semiconductor device when an obstacle generates composition of drawing 5 in HDA313 
or a morbidity rate is low, and for this reason, record reproduction of license information can be 
carried out even when it compares and the HDA section does not operate. In this case, since only 
information by which transmission and reception of the license information itself were carried out 
only by disk controller 309 inside, and license permission was already carried out with a command IDE 
I/F212 will be transmitted, it is satisfactory also in respect of security. In addition to a command of 
conventional IDE I/F, it is realizable by addition of license control commands. 
r0042l Drawing 6 is the form which made the hard disk drive 101 possess a copyright protection 
function. It is a form which realizes all things that mounted the license card 105 with a form as it is 
by drawing 5 within the disk controller 309. A storing portion of the license information 601 other 
than the control software 405 is provided in the memory 404. It is preferred to use an element which 
can give a field which cannot be easily accessed from the outside into the memory 404. By having 
stored the license information 601 in the memory 404, it becomes possible to exclude an interface 
only for a license management storing chip which is needed according to an individual. In addition, the 
code computing unit 602 is provided. However, only software is realizable if the code computing unit 
602 has high throughput of CPU307 enough. 

[0043]When an obstacle occurs in the HDA section 313 in this composition as well as the case of 
drawing 5 , license information is stored in the controller chip, and extraction of license infonmation is 
possible. A normal hard disk drive can be prepared newly, license information can be moved here, and 
it can be made to return to the original state by downloading contents again. When an obstacle 
occurs in the circuit board in which the controller chip is carried, restoration of a license is attained 
by taking out only a controller chip and mounting in another equipment. 

[0044]Since the hardware which should be added to an existing hard disk drive is little and ends, the 
system of drawing 6 has the feature realizable by low cost. It is not different from the hard disk form 
of the former in appearance, and also is connectable also with the system which does not need 
copyright protection as it is. u i ■ 

[0045]The hard disk drive of the composition of drawing 5 and drawing 6 is effective when making it 
into a dismountable form especially. Even if there is no necessity of walking around with both a 
license card and a hard disk as mentioned above and an obstacle occurs in a disk part, the memory 
storage which can keep license information can be provided. 

[0046]In the form of drawing 5 t hru/or drawing 6 . the conventional IDE command will presuppose that 
it remains as it is, and will add a license management command to this. When it is connected with the 
system which supported the license management command, it can be made for the conventional 
connection device to be able to be satisfactory at all, and to be able to connect it by this, and also to 
function as a hard disk drive with a copyright protection function. 
[0047] 

[Effect of the Invention]As mentioned above, in this invention, when the information processing 
equipment and contents which built in the hard disk drive are stored and an obstacle occurs in the 
mechanism system of a hard disk drive in a hard disk drive, license information can be taken out from 
the semiconductor device section which stores license information. Even if this should disappear 
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contents information, a fee collection burden for tine second time can be prevented from occurnng to 
a user by performing movement of a license, and resending of contents to a normal operating 
apparatus of the same kind. By unifying a license information storing means and a contents storing 
means, carrying of information can be made easy. 



[Translation done.] 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] . ... 

rPrawing 1] It is an example of 1 composition of the Information Storage Division playback equipment 

concerning this invention. _ _ , . , • * 

[Drawing 2] It is a block diagram of the Information Storage Division playback equipment concerning 

[DrawinTsm is an example of detailed composition of the Information Storage Division playback 
equipment concerning this invention. _ 
[Drawing 4]lt is an example of composition of the hard disk drive concerning this invention. 
[Drawing 5]It is an example of composition of the hard disk drive concerning this invention. 
[Drawing 6] It is an example of composition of the hard disk drive concerning this invention. 
[Explanations of letters or numerals] 

101 - A hard disk drive. 102 - A set top box, 103 - Monitor, 104 - An external input signal. 1 05 - 
- A license card. 106 - External interface, 107 - A personal computer. 201 -- A tuner^ 202 - A/D 
converter 203 [ — MPEG decoder, ] - A decoder, 204 - A descrambler, 205 -- A selector, 206 
2r~TgfaphLs encoder, 208 ~ A digital television. 209 - Host CPU, 21 0 - R0M^21 1 - Host 
RAM 212 - IDE I/F 213 - 1394 I/F, 214 - IEEE1394 hard disk drive. 215 - A hard disc recorder. 
216 -- A card socket, 217 - License card controller, 218 [ - HDD interface control, ] - Anti- 
copying, 301 - A host section. 302 - A monitor output part. 303 304 -- An ,f >^temal-interface 
corof section, 305 - User interface control section. 306 - A disk controller. 31 0 / - Disk RAM. 
311 / - A signal processing part, 312 / -- A servo controller. 313 / -- HDA section. ] - A data 
transfer part. 307 - Disk CPU. 308 - A host interface control part. 309 314 - A contents 
recording management table. 315 - Host ID register, 316 - An internal interface, 401 -- An AV 
CMD control section, 402 - Buffer memory control section. 403 [ ~ An IDE I/F control section 
501 / - A Secure control section. 601 / - License information. 602 / - Code computing unit ] - 
A disc format control section. 404 — A memory. 405 — Control software. 406 
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[Document to be Amended]Description 
[Item(s) to be Amended]CIaims 
[Method of Amendment]Change 
[The contents of amendment] 

[Claim(s)] 

formation Storage Division playback equipment which has a contents storinfi means which 
memorizes enciphered contents data, and a license management storing means which stores key 
information which decodes this_contents data and in which decoding and reproduction of said 
contents data are permitted based on said key information. 

The 'woLation Storage Division playback equipment according to claim 1 in which said license 
management storing means exists as said a part of contents storing means in the same case with 
said contents storing means. 
[Claim 3] 



http://wvm4.ipdI.mpit.go.jp/cgi-bin/tran_web_cgi_ejje?atw_u=^^^ 



2/2 ^— V 



Contents memorized by said license management storing means can be read '"^ependently without 
being dependent on an operating state of said contents storing means Contents wii.ch shou d be 
memorized to said license management storing means are the Information Storage Division playback 
r,!.-.p^.nt ..cording to claim 1 or 2 w hich can be written in independently, without being dependent 
on an operating state of a contents storing means. 

The'^ormation Storage Division playback equipment according to claim 1 or 2 which performs 
record or reproduction of information on said license management storing means via an interface 
which said contents preserving means has. 

S'idleise management storing means can be desorbed from said contents storing means. Claim 1 
which contents memonzed by said license management storing means can read ^'f ^^"1. ^^^^ 

license management storing means is removed from said contents storing means. Information Storage 
Division playback equipment given in 2 or 3. 

iSormation Storage Division playback equipment given in any iclause_of ClaimsJz5.usi a hard 
disk drive as said contents storing means. 

iS^rmation Storage Division playback equipment g iven in any 1 clause of Claims 1-6 using a 
semiconductor device as said licens e management storing means. 



[Translation done.] 
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